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Executive Summary
Consumerisation, the trend towards the use of employee-owned devices for work-related activities, 
continues its inexorable rise. in fact, over 100 new tablets were launched in 2011 and that number is 
expected to increase in 2012*. along with that, 2011 saw a range of high-profile smartphone launches 
across the iOS, android and Windows Mobile platforms. Consumers have more gadgets and technology 
than ever before and are bringing these devices into the workplace, using them to conduct both 
personal and corporate tasks. it’s a scenario that turns the traditional notion of enterprise it on its head 
and raises vital issues for senior it professionals. 

there is a groundswell of fear that the risks of allowing personal devices to be integrated within corporate enterprises 
are simply too great. portability raises the likelihood of loss or theft, with the potential for sensitive data to be 
compromised. and naturally, the existence of corporate data on personal devices opens the door to misuse and 
insider threats: corporations must balance the need for data security with their employee privacy responsibilities. 

Yet here’s the conundrum: the potential benefits of consumerisation are widely acknowledged. to the winners will 
go the spoils: increased employee productivity; more cost-effective corporate it provision; and improved employee 
experiences; they’re all up for grabs. that’s why many agree that the very future of the organisation and its ability 
to meet employees’ needs is conditional on the integration of employees’ personal and business it requirements.

it’s an uncomfortable reality, and opinion is divided on the best course of action. Some 15% of organisations 
continue to apply an outright ban on the use of employee-owned devices for work-related activities. But many 
others are taking a different line, accepting the momentum of consumerisation and putting strategies in place  
to embrace the benefits – while managing the risks.

Our research points to a tipping point in the debate having been reached. 23% of companies surveyed now offer 
full, regulated access to the corporate network for employee-owned devices, and a further 29% allow restricted 
use, with some access, such as to email and other applications, though with increased security measures.

responsibility for the content held on employee-owned devices varies significantly between the countries polled. 
in the UK and France, employees themselves bear responsibility as often as their employers; in Germany,  
less so. in the plain light of day however, corporations are likely to carry the can should a security breach occur. 
and the fall out can be costly on several fronts, such as increased regulatory scrutiny, punitive regulatory action, 
and adverse pr coverage. 

even looking at it departments’ current security practices for company-owned devices, the picture is one of 
inconsistency. UK-based enterprises are taking the most comprehensive approach, with 82% deploying both 
approval and anti-Virus (aV) processes, while France and Germany trail at 61% and 35% respectively. it’s clear  
that the jury is still out on the most effective management approach.

this whitepaper also reveals significant differences in attitudes to consumerisation across the public and private 
sectors. perhaps surprisingly, public sector organisations show a much higher rate of acceptance of the use of personal 
devices in the workplace, scotching any perceptions that they might be less innovative from an it perspective. 

Senior it professionals are charged with assessing their own company realities, and how they can harness 
consumerisation effectively. Organisations must put appropriate infrastructure and procedures in place, and secure 
employee buy-in, to maintain longer term control and data security.

Our analysis concludes with a useful 10 step approach to tackling consumerisation, which provides a valuable 
checklist for organisations seeking to take greater control.

this whitepaper is based on a survey conducted by independent it, technology and communications research 
specialist, Coleman parkes. it involved interviews with 300 CiOs and it directors from organisations in the UK, 
France and Germany, in October 2011. it covers a sample of small and medium-to-large enterprises across  
a variety of vertical markets, and the private and public sectors.

*http://tabtimes.com/analysis/ittech-stats-research/2011/12/16/andrew-eisner-over-100-tablets-were-introduced-2011-heres
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Introduction
Consumerisation reaches the tipping point
the consumerisation of it continues apace, as employees make ever greater use of their personal devices  
for work-related activities. this powerful trend is regularly confirmed by industry studies, and the dedication  
of extensive press column inches to the issue.

Undoubtedly, consumerisation presents businesses with significant threats and challenges, as well as key benefits 
and opportunities. the high level of concern over these potential threats is clearly shown by the survey results.

Fear in the IT department
64% of CiOs and it Directors agreed or strongly agreed with the statement
‘it is too risky to allow personal devices to be integrated within our company’s enterprise.’

today’s senior technology professionals find themselves on the horns of the consumerisation dilemma. Despite the 
high level of concern about the inherent risks, there is a reluctant acceptance that we have reached a tipping point. 
Consumerisation has momentum and is here to stay; and by managing it effectively, businesses, employees and 
customers all stand to benefit.

But to reap these rewards, effective action is needed, as demonstrated by agreement levels for these statements:

  ‘With proper management and control, new applications for employee-owned devices enable our workforce 
to be more productive at all times’ – 50% agreed or strongly agreed.

and

  ‘the future of our organisation is being able to integrate employees’ personal and business it requirements 
to meet the needs of the business and its customers’ – 49% agreed or strongly agreed.
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Policy development
The strategic challenge
in order to assess the strategic challenge, we need to understand the current state of play in enterprise approaches 
to the management of personal devices at work.

Overall, 82% of companies surveyed ‘have policies or guidelines in place regarding the use of personal devices 
over the enterprise in the workplace’. this picture is broadly consistent across France, Germany and the UK. even 
for the smaller companies in the sample, there was 80% affirmation for this statement.

taken at face value, this is an encouraging scenario, though of course it is dependent on the policies and guidelines 
referred to being effective. they must provide sufficient safeguards, and it must be practical for enterprises  
to police and enforce them.

Creating a safer landscape
the following pointers provide useful guidance when reviewing or formulating your company’s policy safeguards:

i.  Consider regional regulations on employee privacy, data protection and corporate responsibility,  
and adapt regulations accordingly.

ii.  Gain employee agreement to cede some control over their device to it before it is allowed to be connected  
to the network.

iii.  Gain employee agreement to empower it to invoke security commands against the device should it be deemed 
necessary e.g. it is missing, stolen, compromised etc. this may include the right to perform a full data wipe.

More comprehensive advice on the development of policies covering the use of personal devices is included  
in the Forrester whitepaper ‘Managing the security and risk challenges of personal devices in the workplace’. 
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Regulatory practice
Day to day management
how do you deal with employees bringing in/using personal devices in the workplace?

Moving beyond policy to the realities of daily implementation, there is clear confirmation of the growth  
of consumerisation. 

  On average, 23% of enterprises regulate the use of personal devices and allow full access to the company network 
(France leads the way with 31%) 

  a further 29% offer limited access (some access to email, and increased security measures for other applications)

  a significant 33% must be registered but are denied access to the network 

  15% of those asked reported an outright ban on the use of personal devices in the workplace

regardless of the widespread concerns about the risks to businesses posed by consumerisation, the survey shows 
that the scales have now tipped towards allowing at least partial access for personal devices (overall, 52% full 
or partial access versus 48% with no network access). there is a divergence in management approaches across 
France, Germany and the UK. the UK (48% full or partial access) sits behind France (55%) and Germany (55%).

When it comes to the use of in-house developed corporate applications on personal devices, however, there 
is greater restriction to access. Whereas in Germany 29% and France 22% of companies allow the use of such 
applications on employee-owned devices, the UK is less accommodating with only 11% facilitating this.
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Responsibility for content on employees’ personal devices
interestingly, responsibility for the content on personal devices used for business rests with the employee in most 
cases: 50% and 49% respectively in the UK and France. in Germany the picture is very different. employees bear 
responsibility in just 25% of companies in Germany, with the it director/manager carrying responsibility in 37%  
of enterprises polled. 

Responsibility for content on corporate devices
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the above findings are in stark contrast with those for company-owned devices, as can be seen from the  
charts shown. 

in France, employees are responsible for the content on their corporate devices in 53% of companies, while in the 
UK compliance/legal/security directors are most often responsible (31%), closely followed by it directors (28%).

in Germany, content responsibility is much more evenly spread, though the it director (29%) is more often 
responsible than the employee or any other role.

Real consequences
the reality is that regardless of whether devices are employee-owned or company-owned, if a data breach occurs, 
it will be the corporation that is ultimately held accountable. typical fall-out from any such incident  
is likely to include:

i. significant additional regulatory scrutiny

ii. possible punitive regulatory action, including financial sanctions

iii. adverse pr coverage & damage to customer and stakeholder confidence 
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Security measures
Company-owned devices
the security approaches that it departments apply to company-owned devices give us some indication of the 
wider use of mobile security measures. it would be fair to assume that these controls will also extend to personal 
devices, where they are permitted within the organisation.

Malicious applications
Some of the greatest risks to mobile device security come from downloading malicious software applications. 
in just one month in 2011, Google removed 55 apps from its android market, after tens of thousands of devices 
were infected by the DroidDream trojan. Other malware has been known to maliciously jailbreak smartphones, 
taking them over and then continuing to operate in the background. Our survey reveals that when it comes to 
downloading applications to company-owned devices, the majority of organisations do have ‘approval and aV’ 
security processes in place. however, there is some disparity between the UK, France and Germany. UK-based 
enterprises stand significantly ahead with 82% deploying both approval and aV processes. in France and Germany, 
the corresponding figures are 61% and 35% respectively. the most popular approach in Germany is to apply aV 
security processes only (39% of companies). 
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Approval, AV, or both?
Both approval and aV processes are appropriate steps for companies to take when the application downloads involved 
are identifiable. aside from aV complications, this dual approach becomes less effective with ultra-portable devices, 
where it’s easier for employees to circumvent the approved process. 

Jailbreaking or rooting a device prevents it from maintaining security and control. Some solutions provide the capability 
to detect when this happens, which triggers a variety of security options, including the removal of corporate data. 

and since it is not possible to stop employees from installing apps onto their personally owned devices, it’s imperative 
that it has the ability to quickly identify devices that are rooted or jail-broken so that appropriate security measures 
can be undertaken. the most effective response is to remove the device from management so that there is no access 
to corporate networks or data. the risks also vary by form factor. For example, iOS5 devices include iCloud, a wireless 
service that stores music, photos, documents and other content in the cloud for easy access. Since synchronisation 
occurs automatically, corporate content stored on the device could be stored on the cloud too. in this case, it can no 
longer control and secure the content held on the device. 

Comparing small with  
medium-to-large companies
How do attitudes and usage vary by size of company?
perhaps surprisingly, there is a high degree of similarity between the approaches of small and medium-to-large 
businesses. the survey results show that when broken down by company size:

  a similar proportion of companies have a personal devices policy (80% of small companies versus 84%
of medium-to-large ones)

  a similar split by approach with fractionally more small companies being inclined to embrace consumerisation. 
53% allow full or partial enterprise network access, versus 52% of medium-to-large companies

  only 12% of small companies ban the use of personal devices in the workplace, compared to 18% 
of medium-to-large ones 

  responsibility for content on employee-owned devices is more likely to sit with employees at medium-to-large 
companies (45% versus 38% at small companies) 

Application visibility
interestingly, small companies have much more visibility of the applications downloaded onto company-owned 
devices, with a higher proportion subjecting them to both approval and security checks (46% versus 32%).  
this trend is repeated for those that monitor and record downloads (38% versus 34%). again, the medium-to-large 
companies show a higher inclination to restrict access, with 21% not permitting the download of applications onto 
company-owned devices.

Viewpoint
these findings may be a reflection of a typical large-scale corporate it deployment scenario, where standardisation 
and restriction win over the more challenging scenario of infrastructure diversity. however, this picture could be 
about to change. the survey reveals a marked difference in the attitudes of it directors/managers from different 
company sizes with regard to the future. 

While all company sizes concur that ‘it is too risky to allow personal devices to be integrated within our company’s 
enterprise’, 57% of medium-to-large companies believe the future is about ‘being able to integrate employees’ 
personal and business it requirements to meet the needs of the business and its customers’. this perspective was 
shared by only 41% of small companies. 

a potential explanation is that in the short term, companies simply cannot support the diverse infrastructure 
demands of consumerisation. however, as they investigate their options and hone their policy, employee-owned 
devices can, and will, be increasingly accepted into the enterprise.
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Comparing the public and private sectors
Hitting the consumerisation fast lane
encouragingly, the survey finds a consistent proportion of organisations with a personal device policy or guidelines 
in place, across both sectors. But the similarity ends there.

public sector organisations show a much higher rate of acceptance of the use of personal devices in the workplace. 

  37% offer some access to the enterprise such as email, with increased security measures for other applications 
(private sector organisations: 27%)

  27% offer full access to the company network (private sector organisations: 22%)

  10% ban the use of personal devices in the workplace (private sector organisations: 17%)

this is surprising given that public sector organisations are often thought to be less innovative from an it perspective 
than their private sector counterparts. 

there is also a significantly higher rate of agreement (51% compared to 36% for private sector companies) with 
the following statement:

  ‘employee devices are often more advanced than company-owned devices; integrating the it systems with these 
provides us with a more productive business without the costs of on-going investment in new products  
for employees.’

this implies that public sector organisations recognise the benefits of embracing consumerisation, minimising the 
need for capital investment in company-owned mobile devices, while increasing productivity. this perspective  
is notably more prevalent in public sector organisations than private sector ones.
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Looking forward
What does the future hold?
there is clearly an acceptance by senior it professionals of consumerisation as an ongoing scenario, and recognition 
that it must be proactively addressed.

the challenge for these professionals is to assess their unique company reality, and how they can harness 
consumerisation effectively, without losing control or compromising the security of their data. 

the ability of organisations to stay flexible and nimble will be vital to keeping up with whatever new form factor 
or operating system emerges. in the immediate future, we see Windows 8.0 on the horizon which will affect the 
significant installed base of Nokia across eMea plus the continued march towards SaaS-based infrastructure.

For the moment, fear continues to exist over the risks associated with the phenomenon of consumerisation.  
Our view is that the only way these will be allayed is for organisations to put the appropriate infrastructure  
in place, with properly briefed employees who have bought into the overall process for the long term.

Help and advice
A 10 step approach to tackling consumerisation
the evidence tells us that consumerisation is here to stay. So what can your enterprise do to ensure effective 
management? We’ve compiled a 10 step approach, which provides a useful checklist for every organisation 
seeking to take greater control.

10 steps to better management of consumerisation:

1. Create a simple and clear policy around employee-owned devices. 

2. Consider providing a list of supported devices so the scope of the policy is clearly defined.

3. Outline the responsibilities of the employee and the employer.

4. Outline the types of action it may have to take if a security incident occurs.

5. have the employee sign off on the agreement.

6. enforce it.

7.  Deploy technology that supports the mobility of consumerisation. ensure it includes remote 
management and security capabilities that can touch devices on and off the network.

8. Use the data collected from each device to ensure it complies with corporate policies.  

9.  have a method to quickly and effectively remove the device from the network if a security 
breach occurs or if it is in non-compliance.

10.  Stay current. Keep up-to-date with new technological developments and update this  
checklist accordingly.
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How Absolute Software enables 
‘consumerisation control’
absolute Manage is the endpoint management solution from absolute Software. it enables enterprises to 
overcome the challenges of securing and managing mobile devices, managing pC, Mac, android, and iOS devices 
within a single console. Customers can remotely engage with their deployment within the administrator console 
and perform standard maintenance routines as well as take strategic and responsive measures based upon the 
requirements of each device. it automates it processes such as software distribution, patch management, and 
asset inventory.

in order to address the risk of corporate information being accessed through employee-owned devices, absolute 
Manage also includes the world’s first secure document control app for iOS – absoluteSafe. the app allows it 
departments to securely distribute sensitive or confidential files to employee devices with granular control over 
sharing options such as copying or emailing the data. it administrators can also provide a designated window of 
time when the files will be available on the device, including automatic removal of the files at a pre-defined time. 

See Absolute Manage in action
To learn more about Absolute Software please visit: www.absolute.com

Or contact the Absolute Software EMEA sales team: phone +44 118 902 2000  
or email sales@emea.absolute.com

Absolute Software, EMEA
Aquis House, 49-51 Blagrave Street, Reading, Berkshire RG1 1PL England

Phone: +44 118 902 2000

Fax: +44 118 902 2010

Email: info@emea.absolute.com

registered in england and Wales Company No. 5802063


